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DETAILED ACTION 

1 . This is a Final Office Action in Response to the applicant's communication filed on June 
22, 2007. 

2. The applicant canceled claims 15-17, 19, and 40-42. 

3. The applicant added new claims 49-62. 

4. The applicant amended claims 1-4, 8-14, 18, 20-29, 33-39 and 43-48. 

5. Claims 1-14, 18, 20-39 and 43-62 are pending. 

Claim Rejections - 35 USC § 112 

6. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

7. Claims 1 and 26 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

8. Claims, 1 and 26 are rejected under 35 U.S.C. 112, second paragraph, as being 
incomplete for omitting essential steps, such omission amounting to a gap between the steps. 
See MPEP § 2172.01 . The omitted steps are: 

A digital signature right information and a digital signature module are embedded 

i 

within a document to be access by the application (disclosure page 3, lines 10-17). 
To access the document and perform a digital signature operation using the digital 
signature module by the user application, the step of first extracting the embedded 
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digital signature right information and the digital signature module from the 
document is essential. The step of authenticating the extracted digital signature 
right information and digital signature module is also necessary before performing 
the digital signature operation on the document. These essential steps are also 
disclosed in figure 3 items 310-325 of the instant application. 

Figure 3 

310: Extract attached digital signature module 
315: Extract digital signature rights information 

320: Authenticate attached digital signature module and digital signature rights 
information 

325: Enable digital signature operations 

* 

9. Claims 2-14, 27-39 and 50-62 are also rejected under 35 U.S.C. 112, second paragraph 
based on their dependencies from their corresponding independent claims 1 and 26. 

Claim Rejections - 35 USC §103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth 
in section 102 of this title, if the differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 
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11. Claims 1-14, 18, 20-39 and 43-62 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Narishima et al. (hereinafter referred to as Narishima; US. Pub. No.: 
2002/0157006) in view of Watanabe et al. (hereinafter referred to as Watanabe, US Pat. No.: 
7,152,158). 

As per claims 1, 26, and 49: 

Narishima discloses a computer implemented method, a computer program product 
implement a user application, and a computer system comprising: 

accessing a first electronic document using a user application, the first electronic 
document including digital signature rights information and a digital signature 
module, the digital signature module being operable to perform digital signature 
operations on the first electronic document (figure 3:content data 1; 21110, 
22010, 20010: signature; figure 7: 135: application; run application program 
based on rule verification result) and 

using the digital signature module to perform one or more of the digital signature 
operations on the first electronic document in the user application (figure 7: 135: 
application; run application program based on rule verification result) 

identifying a second electronic document, the second electronic document being a 
document other than the first electronic document (figure 3: content data 2 
different from content data 1); and 



1 
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using the digital signature module to perform one or more of the digital signature 
operations on the second electronic document in the user application (figure 3: 
signature (applicant, accounting, general affairs section)). 

Narishima does not explicitly disclose the second document being identified in the digital 
signature rights information of the first electronic document and digital signature module. 
Watanabe, in analogous art however, disclose the electronic document including a digital 

■ 

signature module (column 5: lines 65-67; column 5: lines 1-13; attaching a digital signature on 
message data constituting the public key certificate in accordance with the different signature 
algorithm at each certificate authority, and issuing a multi-signed public key certificate storing a 
plurality of signatures based on different signature algorithms). Therefore, it would have been 
obvious to a person having ordinary skill in the art at the time the invention was made to 
modify the method disclosed by Narishima to include the second document being identified in 
the digital signature rights information of the first electronic document and digital signature 
module. This modification would have been obvious because a person having ordinary skill in 
the art would have been motivated by the desire to provide a plurality of certificate authorities 
having a configuration for executing processing of storing a generated signature into an area 
other than a basic area and an extended area of the public key certificate and storing signature 
information including signature algorithm information associated with the generated signature 
into the extended area as suggested by Watanabe (column 5: lines 30-40). 

As per claims 2, 27 and 50: 
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Watanabe discloses a method, wherein using the digital signature module includes: 
validating the digital signature module (column 11: lines 1-14; signature algorithm, verify the 
public key certificate for its validity); and using the digital signature module to perform other 
digital signature operations only if the digital signature module is validated (column 12: lines 29- 
32). 

As per claims 3, 28 and 51: 

Narishima discloses a computer implemented method, a computer program product 
implement a user application, and a computer system, wherein using the digital signature module 
includes signing the first and second electronic documents (figure 3: signature). 

As per claims 4, 29 and 52: 

Watanabe discloses a computer implemented method, a computer program product 
implement a user application, and a computer system, wherein using the digital signature module 
includes authenticating a digital signature in the first and second electronic documents (column 
16: lines 45-62; column 17: 35-55) 

As per claims 5, 30 and 53: 

Narishima discloses a computer implemented method, a computer program product 
implement a user application, and a computer system, wherein using the digital signature module 
includes using the digital signature module running on a server (figure 6: application server; rule 
verification library). 
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As per claims 6, 31 and 54: 

Watanabe discloses a computer implemented method, a computer program product 
implement a user application, and a computer system, wherein including the digital signature 
module includes including a reference to the digital signature module (figure 2 1 : 702a-702n) 

As per claims 1 1, 36 and 59: 

Narishima discloses a computer implemented method, a computer program product 
implement a user application, and a computer system, wherein using the digital signature module 
includes performing a digital signature operation on a portion of the first or second electronic 
document or on a user added content portion of the first or electronic document (0045, 0046 ; 
content application 135). 

As per claims 12, 37 and 60: 

Narishima .discloses a computer implemented method, a computer program product 
implement a user application, and a computer system, wherein receiving input adding content to 
the first or second electronic document in the user application, wherein using the digital 
signature module includes performing a digital signature operation on the added content (0045, 
0046; content application 135). 

As per claims 13, 38 and 61: 
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Narishima discloses a computer implemented method, a computer program product 
implement a user application, and a computer system, wherein receiving input modifying content 
of the first or second electronic document in the user application, wherein using the digital 
signature module includes performing the digital signature operations on the modified content 

* 

(0045, 0046; content application 135). 

As per claim 18: 

Narishima discloses a electronic document, comprising: 
electronic content (figure 3: content data); 

digital signature rights information, the digital signature rights information identifying 
one or more other electronic documents, each one or more other electronic documents 
comprising electronic content, the digital signature rights information enabling one or more 
operations on the electronic document and the one or more other electronic documents (figure 
3:content data 1; 21110, 22010, 20010: signature; figure 7: 135: application; run application 
program based on rule verification result); and 

performing operation on the electronic content of the electronic document and the 
electronic content of the one or more other electronic documents (figure 3: content data 2 
different from content data 1; applicant, accounting, general affairs section). 

Narishima does not explicitly disclose a digital signature module, the digital signature 
module being operable upon loading to perform digital signature operations (column 5: lines 65- 
67; column 5: lines 1-13; attaching a digital signature on message data constituting the public 
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key certificate in accordance with the different signature algorithm at each certificate authority, 
and issuing a multi-signed public key certificate storing a plurality of signatures based on 
different signature algorithms). Therefore, it would have been obvious to a person having 
ordinary skill in the art at the time the invention was made to modify the method disclosed by 
Narishima to include a digital signature module, the digital signature module being operable 
upon loading to perform digital signature operations. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated by the 
desire to provide a plurality of certificate authorities having a configuration for executing 
processing of storing a generated signature into an area other than a basic area and an extended 
area of the public key certificate and storing signature information including signature algorithm 
information associated with the generated signature into the extended area as suggested by 
Watanabe (column 5: lines 30-40). 

As per claims 20 and 43: 

Narishima discloses a computer implemented method and a computer program product 
implement a user application, comprising: 

receiving a signed first electronic document, the first electronic document including 
digital signature rights information, a digital signature module and a digital signature generated 
by the digital signature module, the digital signature module being operable to perform digital 
signature operations including (figure 5: : 1001-1008; figure 6: 112, 134, 141, 144) 

accessing the first electronic document in a user application (figure 3: 135; content data; 
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accessing a second electronic document, the second electronic document being a 
document other than the first electronic document, the second electronic document being 
identified by the digital signature rights information in the first electronic document; and 
performing digital signature operations on the second electronic document (figure 3: content data 
2 different from content data 1; (figure 3: signature (applicant, accounting, general affairs 
section)). 

Narishima does not explicitly disclose the second document being identified in the digital 
signature rights information of the first electronic document and digital signature module. 
Watanabe, in analogous art however, disclose the electronic document including a digital 
signature module and validating the digital signature in the first electronic document using the 
digital signature module in the user application (column 5: lines 65-67; column 5: lines 1-13; 
attaching a digital signature on message data constituting the public key certificate in accordance 
with the different signature algorithm at each certificate authority, and issuing a multi-signed 
public key certificate storing a plurality of signatures based on different signature algorithms; 
column 11: lines 1-14; signature algorithm, verify the public key certificate for its validity). 
Therefore, it would have been obvious to a person having ordinary skill in the art at the time 
the invention was made to modify the method disclosed by Narishima to include the second 
document being identified in the digital signature rights information of the first electronic 
document and digital signature module. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated by the desire to provide a 
plurality of certificate authorities having a configuration for executing processing of storing a 
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generated signature into an area other than a basic area and an extended area of the public key 
certificate and storing signature information including signature algorithm information 

* 

associated with the generated signature into the extended area as suggested by Watanabe 
(column 5: lines 30-40). 

As per claims 21 and 44: 

Narishima discloses a computer implemented method, a computer program product 
implement a user application performing a digital signature operation embedding digital 
signature information in the first or second electronic document, the digital signature operation 
being performed using the digital signature module after optionally modifying the first or second 
electronic document; and transmitting the first or second electronic document, including the 
embedded digital signature module and the digital signature information (0045, 0046 ; content 
application 135). 

12. Claims 14, 39 and 62 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Narishima et al. (hereinafter referred to as Narishima; US. Pub. No.: 2002/0157006) in view of 
Watanabe et al. (hereinafter referred to as Watanabe, US Pat. No.: 7,152,158) and further in view 
of Parmelee et al (hereinafter referred to as Parmelee; US. Pub. No.: 2002/0129256). 

As per claims 14, 39 and 62: . 

Narishima and Watanabe do not explicitly disclose the electronic document is a PDF document. 
Parmelee, in analogous art, however, discloses the electronic document is a PDF document 
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(Column 13: lines 10-31; Figure 9C: 163). Therefore, it would have been obvious to a person 
having ordinary skill in the art at the time the invention was made to modify the system disclosed 
by Narishima and Watanabe to include the electronic document is a PDF document. This 
modification would have been obvious because a person having ordinary skill in the art would 
have been motivated to do so to provide a system and method which can be easily employed by 
individuals for protecting electronic documents as suggested by Parmelee in (Page 1: 0009- 
0012). 

* 

13. Claims 22-25 and 45-48 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Narishima et al. (hereinafter referred to as Narishima; US. Pub. No.: 2002/0157006) in view of 
Watanabe et al. (hereinafter referred to as Watanabe, US Pat. No.: 7,152,158) and further in view 
of Kinnis et al. (hereinafter referred to as Kinnis; US. Pat. No.: 6,959,382). 

As per claims 22 and 45: 

Narishima discloses a computer implemented method, and a computer program product 
implement a user application, wherein receiving a signed first electronic document includes; and 
transmitting the first electronic document includes transmitting the first electronic document to 
another user (0045, 0046; content application 135). 

Narishima and Watanabe do not explicitly disclose receiving the signed first electronic 
document as a user in a multi-user sequence defined by a workflow. Kinnis, in analogous art, 
however, discloses receiving the signed first electronic document as a user in a multi-user 



Application/Control Number: 10/656,593 Page 13 

Art Unit: 2137 

sequence defined by a workflow (Figure 9: 940, 945). Therefore, it would have been obvious to a 
person having ordinary skill in the art at the time the invention was made to modify the system 
disclosed by Narishima and Watanabe to include receiving the signed first electronic document 
as a user in a multi-user sequence defined by a workflow. This modification would have been 
obvious because a person having ordinary skill in the art would have been motivated to do so to 
generate digital signatures that are not specific to an application, such as an email client. The 
digital signature service also provides the functionality to obtain certificates, manage private- 
public keys, and generate digital signatures for documents that may be stored independent of 
other tools used by the user as suggested by Kinnis in (column 2: lines 20-25). 

As per claims 23 and 46: 

Kinnis discloses a computer implemented method, and a computer program product 
implement a user application, wherein performing the digital signature operation includes 
performing the digital signature operation on a portion of the first or second electronic document; 
and transmitting the first or second electronic document includes transmitting only the portion of 
the first or second electronic document on which the digital signature operation is performed 

(column 5: lines 56-67, column 6: lines 1-15). 

> 

As per claims 24 and 47: 

Kinnis discloses a computer implemented method, and a computer program product 
implement a user application, comprising receiving input adding content to the first or second 
electronic document in the user application, wherein using the digital signature module includes 
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performing a digital signature operation on the added content (column 5: lines 56-67, column 6: 
lines 1-15). 

i 

t 

As per claims 25 and 48: 

Kinnis discloses a computer implemented method, and a computer program product 

1 A 

I 

implement a user application, comprising receiving input modifying content of the first or second 
electronic document in the user application wherein using the digital signature module includes 
performing a digital operation on the modified content (column 5: lines 56-67, column 6: lines 1- 
15). 

Allowable Subject Matter 

14. Claims 7-10, 32-35 and 55-58 are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening claims. 

15. The following is a statement of reasons for the indication of allowable subject matter: 

The recipient of the electronic document uses the public key certificate to retrieve a 
public key corresponding to the received public key certificate. The recipient typically uses the 
digital signature application to generate a digest of the electronic document, and uses the digest 
along with the public key to verify the attached digital signature. However there are a number of 
different digital signature applications that implement different digital signature protocols. As a 
result, it can be difficult to ensure that recipients of a particular electronic document will have 
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access to a particular digital signature algorithm. The claimed invention provides a technique 
include accessing an electronic document using a user application, where the electronic 

p 

t 

document includes a digital signature module, and using the digital signature module to perform 
one or more digital signature operations on one or two electronic document in the user 
application. 

Conclusion 

16. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See the notice of reference cited in form PTO-892 for additional prior art 

17. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 



Application/Control Number: 10/656,593 Page \(p 

Art Unit: 2137 

Contact Information 

18. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Techane J. Gergiso whose telephone number is (571) 272-3784 
and fax number is ( 5^1l)|273-3i^84j , The examiner can normally be reached on 9:00am - 6:00pm. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 

* 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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